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d procedures,

ment all policies

result and reduce cyber risk;

and proced C

and to develop and implement a training program for all employees. (Note:

A this will also improve the maturity of your system)

%




* *Note: Federal contract information means information not intended for public release, that is provided

by or generated for the Government under a contract to develop or deliver a product or service to the

Government, but not including information provided by the Government to the public (such as on public

Web sites) or simple transactional information, such as necessary to process payments.




®* |dent areness — O

® Incident Response — 0 ste Communications Protection — 2

® Maintenance — O ® System & Information Integrity - 4
® Media Protection - 1




without

sed by company computers

J . .
*%*New devi ad to be used on the network

v Set up your system so that unauthorized users and devices cannot get on the company

network




LEVEL 1 PRACTICES — ACCESS CONTROL DOMAIN

* AC.1.002 - Limit information system access to the types of transactions and
functions that authorized users are permitted to execute. Not everyone in the
company needs access to every type of account.

\/Iden’rify who the authorized users need to be for each type of account

4 Keep a current list of accounts and users — see example below (will differ by company)

v Review and update list regularly

NAME HR Finance IT Payroll Operations Change Log

Mary Jones 1/3/19 — added
new employee

John Smith 2/10/19 —

removed from HR

Sue Baker 5/6/19 — added
operations

Frank Simpson 7/17/19 =
removed from
network

4




-

A | SI eTC.

Li _ ompany. For example, if

you have an info sing FCl and a system that does not

process FCI, the system that does not process FCl should be treated as an

external system, and there must be adequate controls in place to restrict access.




I assible information

does

v'Review and approve information prior to posting, and review sites frequently

r



Good Business - not required but relatively easy to implement

®* Prohibit the use of personal portable storage devices on internal systems — don’t

allow employees to use personal flash drives, CDs/DVDs, or external hard drives

® Limit the use of personal computers, tablets and mobile phones to those
registered with the IT department. Personal mobile devices should not connect

the company network without permission
Limit unsuccessful logon attempts — typically 3 attempts, then accoun

e session lock with pattern-hiding displays to prevent a

1 period of inactivity -



® Good Business

v Keep a log of all IT assets — computers, monitors, keyboards, software, etc., includi

assets are issued to and the date issued and returned.






® Good Business

v Ensure that all employees are made aware of the security risks associated with |

provide training to mitigate the risks



® Good Business
®* Document the software and configuration settings of your system
®* Remove software that is not needed

® Analyze the security impact of changes prior to implementatior

inst



g them access

asswords.







® Good Business —

v Establish ways to detect an incident
** Alerts from sensors or antivirus software

+%* A file name that looks unusual
tablish a way to report incidents internally

tem for tracking incidents



® Good Business — Perform maintenance on your machines
v/ Corrective maintenance — repairing problems

v'Preventative maintenance — updates to prevent potential problems



® Good Business —

\/Physically control and securely store system media containing FCI, both paper anc

NOTE: Pe ain financial and accounting

records and acquisition ords for four years.



® Good Business

v'Screen individuals prior to authorizing access to organizational systems
** Background checks
X8 Drug tests
+3* Other employment screening pertinent to your company

‘ v Make sure employees no longer have access to FCl when they change



° PE.1.1

‘/Visi’rors must be escorted ¢

Note: These physical protection requirements are also contained in the ITAR

%







® Good Business

‘/Regularly perform and test systems and data backups so you can recover it in the e

failure or malware infection occurs



® Good Business

‘/Organizafions should assess the risk to their operations and assets at regule

create a plan to eliminate /mitigate those risks



® Good Business

v Reassess existing controls (practices) at periodic intervals to validate their



® Good Business — Periodically assess the security controls in organizatic

systems to determine if the controls are effective in their applica

ords, are the controls you have in place working as the



, a web proxy
ides if it should let

v A firewall cc srotecting valuable information and

resources stored on the company’s network. A firewall stops unwanted traffic on the internet

from passing through an outside ““fence’ to the company’s networks and information systems.




EXAMPLE: You want to launch a website to post job openings and allow the

public to download an application form. You must create a DMZ to do this to

protect your internal network (options: router and firewall, cloud)







new releases are

availakb

‘/Configure anti-malware utomatically update to the latest antivirus code and

definitions of all known malware




and saved

Business

1 inbound and outbound e

r
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