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WHAT IS CYBERSECURITY?
Computer security, cybersecurity, or information
technology security is the protection of computer systems
and networks from information disclosure, theft of or
damage to their hardware, software, or electronic data, as
well as from the disruption or misdirection of the services
they provide. - Wikipedia
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WHY IS CYBERSECURITY SO IMPORTANT?
Our adversaries want our data and/or to disrupt our supply chains. Data is the new
currency and loss of function is the new weapon.
• For decades China’s strategy has been to rely on intellectual property theft to develop
their weapons. China’s J-31 Stealth Fighter is a replica of our F-35 Joint Strike Fighter –
including the design flaw.
• Russia steals our IP, but they also want to disrupt our supply chains, our economy and our
political system to make us look like the Keystone Kops.
Our adversaries also want our ‘dirt’. If we don’t keep our data out of their hands, we are
at risk of being forced to speak a foreign language and embrace a foreign culture.
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CYBERSECURITY STATISTICS
• Cybercrime will cost the world economy $10.5 trillion by 2025.
• Cybercrime is more profitable than the global drug trade.
• A business becomes a victim of ransomware every 11 seconds.

• By 2023 there will be 3 times more networked devices than humans.
• 43% of cyber attacks target small businesses and 60% of them will go out of business within 6
months.
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REGULATION VS CLAUSE VS FRAMEWORK
Is it a regulation, a clause, or a framework?
A clause is a section of a regulation, and they are not the same thing as a framework. It can be
confusing becomes the terms are often used interchangeably.

Example: NIST SP 800-171 is a cybersecurity framework that was developed by the National
Institute of Standards and Technology (NIST). The ‘SP’ is an acronym for Special Publication. NIST
SP 800-171 is referenced in DFARS – Defense Federal Acquisition Regulation Supplement –
clause 252.204-7012. The DoD requires that defense contractors protect sensitive data by
implementing the 110 cybersecurity controls and the Non-Federal Organization (NFO) controls
in the NIST SP 800-171 framework.
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NIST SP 800-171 CYBERSECURITY FRAMEWORK
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CYBERSECURITY REGULATIONS
Over the past decade, the Federal Government has released multiple regulations aimed at
protecting our nation’s sensitive data. The FAR/DFARS clauses discussed in this section are the
ones most often seen in solicitations and contracts. Be sure to check your contracts for other
cybersecurity regulations.
FAR 52.204-21 – Basic Safeguarding of Covered Contractor Information Systems.

• List of 15 basic cybersecurity controls that apply to all federal contractors with Federal
Contract Information (FCI) residing in or transiting through their information systems. Is
not applicable for COTS items or items purchased under the micro-threshold limit.
• Requires contractors to include the clause in subcontracts if subcontractor ‘touches’ FCI.
• No provision for audits/assessments. Contractors self-attest to compliance.
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• Does not reference a framework to use for compliance.

CYBERSECURITY REGULATIONS
FAR 52.204-23 -Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities.
• If a contractor identifies a covered article provided to the Government during contract
performance, the contractor shall report, in writing, to the Contracting Officer. Note: DoD contractors
must also report using the website: https://dibnet.dod.mil.
• Within 1 business day from the date of the identification, the contractor must report the contract
number, the order number(s), supplier name, brand, model number manufacturer part number, item
description and any information about mitigation actions undertaken or recommended.
• Within 10 business days of submitting the report, the contractor shall report any further
information about mitigations actions undertaken or recommended and describe the efforts it
undertook to prevent use or submission of a covered articles and how it intends to prevent use or
submission in the future.
• This clause must be inserted in all subcontracts – including for the acquisition of COTS.
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CYBERSECURITY REGULATIONS
FAR 52.204-25 - Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment (Huawei Technologies, ZTE Corp., Hytera Communications,
Hangzhou Hikvision Digital Technology Company, Dahua Technology Company)
• If a contractor identifies a covered article provided to the Government during contract
performance, the contractor shall report, in writing, to the Contracting Officer. Note: DoD contractors
must also report using the website: https://dibnet.dod.mil.
• Within 1 business day from the date of the identification, the contractor must report the contract
number, the order number(s), supplier name, brand, model number manufacturer part number, item
description and any information about mitigation actions undertaken or recommended.
• Within 10 business days of submitting the report, the contractor shall report any further
information about mitigations actions undertaken or recommended and describe the efforts it
undertook to prevent use or submission of a covered articles and how it intends to prevent use or
submission in the future.
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• This clause must be inserted in all subcontracts – including for the acquisition of COTS.

CYBERSECURITY REGULATIONS
DFARS 252.204-7008 – Compliance with Safeguarding Covered Defense Information Controls
Act.
• If the offeror proposes to vary from any of the requirements specified in the NIST SP 800-171
framework, the offeror shall submit to the Contracting Officer, for consideration by the DoD Chief
Information Officer (CIO) a written explanation of why a particular security requirement is not
applicable or how an alternative but equally effective, security measure is used to compensate for
the inability to satisfy a particular requirement and achieve equivalent protection.
• Offeror requests will be adjudicated prior to contract award.
• Any accepted variance from NIST SP 800-171 shall be incorporated into the resulting contract.
• No flow-down to subs – variances apply only to the contractor named in the contract.
NOTE: This clause is only applicable to contractors that process, transmit, store, and/or create controlled
unclassified information (CUI) in the performance of the contract. By accepting the contract, the contractor is
self-attesting to compliance with the cybersecurity controls in NIST SP 800-171.
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CYBERSECURITY REGULATIONS
DFARS 252.204-7012 – Safeguarding Covered Defense Information and Cyber Incident
Reporting.
• Contractors’ information systems must comply with the 110 cybersecurity controls, AND the NonFederal Organization (NFO) controls in NIST SP 800-17.
• External cloud service providers that store, process or transmit controlled unclassified information
(CUI) on behalf of a contractor must meet security requirements equivalent to those established by
the Government for the Federal Risk and Authorization Management Program (FedRAMP)
Moderate baseline.
• In the event of a cyber incident, the contractor shall identify compromised computers, servers, and
user accounts and report the incident within 72 hours to the DoD at https://dibnet.dod.mil.
• A Medium Assurance Certificate is required to report cyber incidents. (instructions begin on slide
20)
• Malicious software must be submitted to the DoD Cyber Crime Center (DC#) in accordance with
instructions. Do not send malicious software to the Contracting Officer.
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CYBERSECURITY REGULATIONS
DFARS 252.204-7012 – Safeguarding Covered Defense Information and Cyber Incident Reporting
• Contractor shall preserve and protect images of all known affected information systems and all
monitoring/packet capture data for at least 90 days from the submission of the cyber incident.
• Upon request by the DoD, the contractor shall provide access to additional information or
equipment that is necessary to conduct a forensic analysis – which could include proprietary
information which the DoD is required to protect.
• This clause must be flowed down to subcontractors that will ‘touch’ CUI.

NOTE: This clause is only applicable to contractors that process, transmit, store, and/or create
controlled unclassified information (CUI) in the performance of the contract – even if the clause is
referenced in your contract. By accepting the contract, the contractor is self-attesting to compliance
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with the cybersecurity controls in the NIST SP 800-171 framework.

CYBERSECURITY REGULATIONS
In November of 2020, the DoD released the DFARS Interim Rule which added 3
additional cybersecurity clauses.
1. DFARS 252.204-7019 – Notice of NIST SP 800-171 DoD Assessment Requirements
✓ Added additional requirements to DFARS 252.204-7012
✓ Defense contractors must perform a self-assessment (Basic Assessment) of their information
system to determine compliance to the NIST SP 800-171 framework. Contractors must use the
DoD Assessment Methodology to determine the score.
✓ Contractors should use NIST SP 800-171A – Assessing Security Requirements for CUI – to
perform their self-assessment against the assessment objectives for each control.
✓ Self-assessment scores must be reported using the Supplier Performance Risk System (SPRS).
✓ Flow-down requirements are not explicit but are implied in DFARS 252.204-7020.
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CYBERSECURITY REGULATIONS
• DFARS 252.204-7019 – Notice of NIST SP 800-171 DoD Assessment Requirements
(cont’d)
✓ Self-Assessments must be performed every 3 years
✓ A score may not be posted in SPRS unless a System Security Plan has been completed.
✓ Plans of Action and Milestones (POAMs) are allowed for controls that have not yet been
implemented.
✓ Applies to contractors that ‘touch’ CUI

14

CYBERSECURITY REGULATIONS
2. DFARS 252.204-7020 – NIST SP 800-171 DoD Assessment Requirements
✓ Added additional requirements to DFARS 252.204-7012
✓ The contractor shall provide access to its facilities, systems, and personnel necessary for the
Government to conduct a Medium or High NIST SP 800-171 DoD Assessment.
✓ The DoD will provide Medium and High Assessment summary level scores to the contractor
and offer opportunity for rebuttal and adjudication of assessment summary level scores prior to
posting the scores in SPRS.
✓ Applies to contractors that ‘touch’ CUI
✓ Clause must be flowed down to subcontractors that ‘touch’ CUI

Go to the DFARS tab on the cyberNC.us website for additional information about the DFARS
Interim Rule.
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CYBERSECURITY REGULATIONS
3. DFARS 252.204-7021 – Cybersecurity Maturity Model Certification Requirements
✓ Implemented the CMMC framework
✓ No longer applicable since CMMC 2.0 was released in November of 2021 and must go
through the rule-making process.
For more information about CMMC 2.0 go to the CMMC tab on the cyberNC.us
website.
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AVOID CUI!
Implementing a cybersecurity program that is compliant with NIST 800-171 is expensive,
time-consuming, and complex – particularly for small contractors.
Every piece of sensitive data that is on or transmitted by a contractor’s network puts
national security at risk. We need to do a better job of keeping sensitive data out of
cyberspace.
How do we do that?
• Only flow down the data that is essential to perform the work. An entire technical data package does not
need to be sent to a machine shop that is fabricating nuts and bolts.
• Work with your contracting officers/primes/subs to find ways to keep sensitive data out of cyberspace.
✓ If only one document that contains sensitive data is needed, consider using USPS, FedEx or UPS.
✓ Redact sensitive data prior to sending.
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NATIONAL SECURITY

We all need to do our part to protect national
security; it is our patriotic duty as citizens of this
country.
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MEDIUM ASSURANCE CERTIFICATE
DFARS 252.204-7012 requires that contractors have a Medium Assurance Certificate to
report cyber incidents via https://dibnet.dod.mil.

• It takes at least 3 to 5 days to process the information needed to get a certificate,
so you can’t wait until you experience a cyber incident to apply for a Medium
Assurance Certificate.You need to apply now.
• If you have a CAC card you do not need a certificate.
• Certificates are not free, and you may need to consider purchasing more than one.
Latest price: $114

Detailed instructions begin on the next slide.
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What you need:
• Two forms of ID – one
must be a picture ID
• HQ address for your
organization
• Name of agency - Dept.
of Defense
• Credit card to pay for
the certificate
At the end of the
application process, you
will be provided with
Authentication &
Identification forms – they
must be notarized.
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MEDIUM ASSURANCE CERTIFICATE –
WHERE TO START
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MEDIUM ASSURANCE CERTIFICATE
• Once the certificates have been imported, tested and back up, perform a test by
going to the DoD Cyber Reporting site and clicking on the Report a Cyber
Incident button.
✓ You will be taken to the https://dcise.cert.org/ site. At the prompt, choose the
certificate you loaded into the browser, and type your Password/PIN
✓ Scroll to the bottom of the page and click Mandatory Incident Report
✓ If you get to the Incident Collection Format page, you are set up to report cyber
incidents.
✓ Do not proceed further unless you’re reporting an actual incident.
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